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Image Optical Encryption Algorithm Based on Cylindrical Diffraction and
Discrete Cosine Transform

GUO Jing-bo

(Department of Computer, Pingdingshan College of Education, Pingdingshan 467000, China)

ABSTRACT: The paper aims to propose a multi-image synchronous encryption algorithm based on phase truncation in
cylindrical diffraction domain and discrete cosine transform to realize the fast-synchronous encryption of multi-images
and enhance the anti-cracking ability of the encryption system. Firstly, the compress transform (CS) was introduced to
compress input plaintext. The compressed plaintext was decomposed based on discrete cosine transform (discrete cosine
transform) to obtain the corresponding DCT coefficients. And these coefficients were combined into matrices. Iterative
complex function was constructed to fuse the coefficient matrix corresponding to each compressed plaintext into a com-
plex matrix. And a combined image was formed by reversible DCT method. The modulation mask was constructed by
combining Hilbert transform with waveband plate phase model. Finally, the ciphertext and private key of combined im-
ages were obtained by introducing the phase truncation mechanism in cylindrical diffraction domain and modulation
mask. The experimental data showed that compared with existing multi-image synchronous encryption, the proposed al-
gorithm had higher encryption security. Its entropy of ciphertext and correlation coefficients between adjacent pixels
were 7.998 and 0.0012, respectively. It also has stronger key sensitivity. This encryption algorithm can resist external at-

tacks in the network, which has certain reference value in the field of anti-counterfeiting of image information.
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Fig.3 Proposed multi-image synchronous optical encryption process

N

1 ISus<L-1 1 I<v

S(u)=
<H-1

(10)

DIE] 4a. 4c AFEAS, HR/NR 256%256, 4%
HE R ax4, B — RGN FH B FEBI (9)
Xof HAM i, AN B DCT 2%, B F ) 4x4
FH R, HX R Y 4x4DCT 205351 W& 4b F1El

66.37

26.91
2.85
1.33

362.09 -187.15
101.17 88.39

2550 -81.04
9.88 5931

b &l 4a £ FAIH 4x4 THXFRIHY DCT &5

59.82
6.54
-21.57
109.03

a Scenery

522.87 -364 -101.53 78.26
327.81 109.60 52.23 12.81
11237 91.17 -28.06 7.79
23.55  69.13 8.21 1.72
¢ Scenery d [ 4c 72 E A 4x4 FHXF RN 9 DCT 24K
K4 i AP

Fig.4 Input plaintext

3) ML, L.. %A DCT REHE My, M,,
M, FEEEARZ B
A =M, +M,j

Ms;..

)

Ay = A + M, (12)

A, =4, ,+M,j (13)

Kb A —NEEIERE; MR i 4 DCT &
BOEFE; j=v-1, WEHSE.

4 ) MKHE T Y DCT W48 46, UM F 4,1 B H
AR I, DWLIE S, DCT A8 4 sl K4

£ (52) =S () S (v) =

§5 ol 2ufoe ool oo

(14)

K 5

il & B A

Fig.5 Fusion image

3.2

XTI, PRI B ICHE (4T
(e I 7 i, KRR T BEALAR REHE RS A S
R A S BL IR R A N, XM BEHLAR L RS 25 5 5|
A 7 B P OBl o ) R ST DT 1) 55 1 SRR
AES1 . oot s, HOtRIRGRETTARZ N



B40H FHoW

SREFIE . T PR AT S B HOR AL B SO I Rk - 209 -

JeEETnAa M, WLEET, a5 G IE T IR . o R S,
T I SE IO AR R A il 1 e iR 22, FESEPR I H
XEETTE BRI REXT 55, I T 2= 8 i 251
5, R T RGNS, Fit, fESCh
BN kb, @A Hilbert 4890715 3457 B AR
PERERY g — N R RS, A R A O
27 SR i D H e O Bl RS v [R) BT, Hilbert
AE W AT T AR 1) 2 B AR 2 R AF AE— A Pr 9IREE A A
XPE iR 2200 X AR R A BAF Y 25 55 RE T, AT LLGE
TR EE Hilbert AR B EL P B9 R/ R EAS Pr il
el 55 At 2 o 1 i SR o, NI A Bl % 1
TR E AN, HAR AU,

H(r,p) = exp[iPp] (15)
Hrfr, P RHBEL (r,0)h Cartesian 24475 :
_ 2,2
r=x"+y (16)
6 = arctan(y/x)

TN, W AR P AR E— A SRR ER DGR IR
FERT, AR AR RO, T 5 R
IR, n] DU R LA e B e R, [N
B, R SRR IOE, AT EGE RS E
e,

R(r,¢):exp[—;—ngr2} 17)
Arp: AEIEK; ¢ HiEEEE,

Wit H(rp), R(rp), HESHIROGE R GRS
S(r,q)):exp{i[Pgo—%rzH (18)

KHISCHR[15—16]F F 2S5, B P=1, =3,
=40 mm, 4=632.8 mm, JfKHE (15—18) , it
FNH H(r,p), R(re), Srp)s il WLE 6a—c.

b H(r,p)

¢ S(r,p)

K6 DI il i i A

Fig.6 Generation of optical modulation mask

3.3

Wi EAR AR ERS, idoh FPM;
Il AT S 3 B4 A A3 S8 3 A 7 AR BT AIL ), X il A
QST IN

E(6,,z,)=PT{CyDy I -Foy |} (19)

0(6,.2,) = PR{CyDy [ Iy -Fpy |} (20)

s PT A BB A 5 PR A AR L BR 54 5
E(Orz) HHT S5 0(0,,2) MR Fen IRF02
il #ES FPM.

PAEL 5 R fha B REA, 3L FEl 6¢c, il
i3 (19—20) KK 7 FiRBeasig, oA %
SCEHRVH S B ILIE 8a FIIE] 8b, K&l 8a KL, il & A
1§ 23 IR R AT S ek A AR 7 RN A B B i 5 S0
SyBl THAE B, AR IG R I P AR BT AT B SC Y 15
B, BREENREE.

FEM
fhAE B
—> oo 3C
—>
—| - —
—

me w&Mzﬁﬁﬁ%%ﬁﬁ@%

K7 iR E
Fig.7 Photoelectric hybrid device

a %L b FA%H

K8 Dt maEmss R
Fig.8 Optical encryption results

T I 2 H AR A I Ak A L
ARG Matlab PR SE UM BN, I8 2 2R H
BN DT EE L S FegH, RISCHRIS] . SCHR9].
SCHR[11] . SCRR[19TMISCRR[20], A% Z RO )
AR, P76 W2 Matlab, B AAHBE R 1
P o, SRR i A ) s 4 S R A B T S
I GIA LA G A il & R A TR AR IR, T2l i



<210 - f %% T %

2019 4E 5 H

18, I8 B SR AILAE A7 4 i >k 52 B 22 1809 [R] 25
B, FOR FH R 45 180 55 3B HLAR 7 G 52 i e b 48
L HE WO, TR A sl e, R —Fh
Z LGN T o SCER[19) B B4 B SC A il
g 2 AEEARD EG, A3 R R A0 G S A
I H KR E 5 E A 4 A5, W 4 By
Hadamard i[5 5 256K TR H A KGR 4
A, B w5 S, A 2 A B A BH SO R Y e
9 30, ARPBUMBEEE R . XA RL S E B rE, &
PR IR T8 SO SC R, HoR R Hadamard 4
W] DS i 2 SR RERLYE , ] DLSRERCE P48 e i 2%
X, BB RIS HAE . SCHk[20)5 202 F)
I 2 5 R 9 ok o) o) e 4 SR, D e X g A B Stk A T
Bl 45, @A X ERGEES, B — 1R G
MU, F5F SRS HILAR 7 G i 7 1L REMLAS 5 S it
B, R FH ) XU BEAT LA S, S A ok S 25 R 2 LR D2
g, HXMESE R4 BT 1 ek, HAT %
IR, A 2R, B SECh
32 PRAFHE i 01=0.65 . ASSCRINE £=0.314, Tk
R} nxn=4x4, P=1, r=3, g=40 mm, 1=632.8 mm,

4.1

Il 8a. 8b MAE IR 2 BG4 8
3 A T P SR A SCHR (8] L SCHR9]. SCHER[11]. SCHR[19]
FISCHR[201A0 N Ak, X — B se lOGA VRS, 155
2 F Y35 SCBCHE UL ] 8c—i ., T8 3 W B H B IR
HBARIX 6 PRk 4 e A e R = 5, (B AT
B ) b S B 2 MG RI A 2, 8ty M B Rl 1 T BH SC
B, PIIRMEL N PR BUT AT R, AR
TREME. HAh, RAME B E M 5 A Q5 2 (B i AH

a M3 Pepper b BH 3 Lena

¢ PRI

FESDRF UL 3 AN S 2 A BE AR, A d
UL 1 RE 10, xR 1 P AEE R B, Prig
B R R S C R A, MMM ER R, A
9 7.998, SCHR[ 191t HA B s &tk , 5ok
BRI, ORI B N 7.995, —F AR B e
8, CHR[8]. SCHK[9]. SCHK[11]. SCHR[20]x 4 Ff
TR WA AL F TR L, g 7.984,
7.993, 7.989, 7.992, 4k, ME 10 5% 3 thajHl,
B SCIEMG BRI AR G 2R R A SRR o &, i 1R R
BUN—ZX ML, A MMERES 1 Ew i, B
PR B SCR R A B 5] AR R
a0, IR 10c, HAHSRG 2 0] A A2 2R
i, 2920 0.0012, SCHR[19VEVE A H % S0 iR R 7
MBI, HAHKERECH 0.027, WE 10d, X
HRI9]. SCHR[20)5 72 1) 3% SCAR o0 A 4 50 B
PEAL 5 CHR[19], HAETE R UM 2 T B4, DLIE 10£,
K 10g, — & B9 AH PG 2R (8] B AH 5¢ R £33 0.0034,
0.0051, SCHR[8]. SCHR[T1]AY% H % SR E oy A 4 5)
P2, FEFEG ZHER S 250, W 10c . & 10e,
T AR SRR 2R [B] A O R B AR R 0.0095,0.0067
APOL, S53CHR8]. SCTHR[9]. SCHER[11]. SCHR[19]F13C
BRI201MH EL i, BTt £ B AR [F2E N Bk 4 4
FE T AR T PR R BT R R D s Sk R T ERG
Hilbert A8 5 9% H7 A AH AR AR 44 T — > i i
TSRS, K = Tl e B, AR AR i )
AL, T ELS L B S AR AL B W L, X A
G SChE e, Waok T % SO AELMERAE, AR T
INEE RGN LMERRAE o SCHR[19138 22K BH SC oo 2
AaiFA AL EMG, IFK T & E, T 4 B
Hadamard % B4 %7 20 81 7 F % S 22 F 6, nT LA

d SO FAE e SCHR[81JT %

f SCHR[91 & g SCHR[11T %

K 9

h SCHR[19]77 %

i SClk[20175 ¥

AT o s 5k g G 7 SC

Fig.9 Output ciphertext of different encryption algorithms
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Fig.11 Sensitivity testing of the optical encryption algorithm
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