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Ectopic XOR Image Encryption Algorithm Based on Variable Parameter Chaos

LYU Dong-mei, LI Guo-dong, WANG Li-juan

(School of Statistics and Data Science, Xinjiang University of Finance & Economics, Urumqi 830012, China)

ABSTRACT: The work aims to solve the problem of chaotic performance degradation of chaotic sequences as encryption
algorithm cannot better resist the attacks of chosen plaintext. An image encryption algorithm based on variable parameters
was proposed. The proposed algorithm used cipher feedback mode to encrypt the plaintext block sequentially. In the dif-
fusion part, a conventional bitwise XOR diffusion method was abandoned, and a block-by-block ectopic XOR algorithm
was proposed. The simulation results showed that, the proposed algorithm was sensitive to the key, and the NPCR values
of the test subjects were respectively 99.59%, 99.61%, and 99.61%. UACI values were respectively 33.44%, 33.46% and
33.45%, and the information entropies were 7.9872, 7.9989 and 7.9977, respectively. Compared with other similar algo-
rithms, the proposed algorithm had better comprehensive effects. The key space was (10'9)%+10'4x9. The ciphertext is
sensitive to plaintext, and can resist the chosen plaintext attacks. The proposed algorithm not only solves the problem ef-
fectively, but also has high security performance.
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Fig.1 Chaotic solution orbit of three-dimensional mapping
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Tab.1 Test results of correlation coefficient of adjacent pixels
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