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Design of Anti-counterfeiting Traceability Code for Fresh Fruits Based on
Digital Signature
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ABSTRACT: The work aims to design a traceability code of fresh fruits to meet consumers' demands for the quality and
safety of fresh products. In view of the problems such as ordinary QR codes being tampered and forged, digital signature
technology was introduced to increase the number of primes in the algorithm, and the Chinese residual theorem was ap-
plied in the signature process to improve the computation efficiency. The Chinese residual theorem was used to solve the
existing single radix conversion method and mixed radix conversion method. Combined with Fermat's little theorem, the
signature process of RSA under four primes was optimized respectively, and the signature time before and after optimiza-
tion was compared. Finally, the algorithm was implemented through the Python test algorithm. The signature time under
the optimized algorithm was reduced by 83.8% averagely compared with that under the traditional double prime algo-
rithm. The optimized algorithm could resist brute force attacks, choice cipher-text attacks, error attacks and score attacks
on different objects in the algorithm. Thus, an anti-counterfeiting traceability code considering efficiency and security is
generated, which also provides assurance for consumers in purchasing products.

KEY WORDS: quick response code; RSA digital signature; Chinese residual theorem; authentication

Ak, BEE AR LR, AITRA  JKCORFME . (L2 oz i BB 8 25 2 BT A OG5 B R

TP FIH S e B it v, B iféaw/\fﬂsﬁi“ R, B R A AL R i & e
s, CHAENERG R SAFAET S R, GBI SE DU AR e (T R v LA SR i R85, T

imBEHE: 2022-06—06
EEWHE: PREHELE%2% (2572016CB11 ); REAKFTHFAELTAE (DGY2020-42)
EHEEN: £F (1998—), %, ME4, TLFEEHA,

BIEEE:

MBS (1980—), %, W, SRIAENT, T2HREFTOAFELR. SR,



- 150 - f1 %% T 72

2023 3 H

W AR VE B RS, OIS 2 54K sk
> E R HE 5 B B A A5 PRI AR CHR B AL, BRAE AT AL IR
B ™ i B B A e 4 o PR T AR i g S AN
e g M, 7 AR i e A R S TR I AR B R B ek
5 T o DAL 2 45 XU Y, Al 39 2% 3 A o i) Ay
I XE LB AR IR, RS2k

TEHEBMZE S H, RSA JEXTFR N &l LI
KN = AR S, BeUE BT 1L B PG, fE—
SEFRRE E AR S g2 FEMISEHF 54, RSA
B 2 A S AR S H AT BRI A B Ry
fift RIXE R SR 8 RSA ke 4 . nAEny e, 4n
KRB o, B E 2 IR R PR, IrE
SI o R P A 2 R B 1 0 %8 BH A K B ke 4R e Tk
24 o T3 N 2 B B B S B A 4 T R
JEC L RSA FEA S Z 8RR | et
Fo3l FAREOGE % 07 N BGt o Jaspin VR AES
1 RSA RUEE N, kB 7 vk n] 34 0 S8k 1 4 4
M, AT RAERPL— @ R AL . Thangavel 2557 H
PURFOT k5 RSA Bk, R
VU A A ARVE il , A 2 R s ik
s A fas [ 2 ¥ Qjha ZFPWE B L i L iz
T R EF A EH ( Chinese Residual Theorem, CRT ),
SERRIERH , 1207 7 2 25 RSA A RCR A Wi e,
HR 2 OBRCE S KA BER R 20 4>, Sahu 45104
HIHBRZ AT SEn ek (20 kR & v
B ERCRARG RS g, FARSE R TOTE e .

XS E NS A R N, B XR AT
A S K R, 38 Ak B 2 A4 HOR BT i i B DR 3
iR i RSA BUF2 A5k G SHAS12 Bkt
re s B T4 4, FIFH U EL RSA 5k454 CRT
KRB B ROR M TAL S CRT ik RSA ik,
SCHRXE CRT 4 2 FOREHE 0 Al s i, If
X A W a], As T DAUE A B PAAE A, DAL
WHEER,

1 1R i iz A5

PR M NS ( Quick Response Code, QR Code )
RERE XD A T4RAS! Y, 51850 00— 2k 25 AH L,
ARBEIE R RwABYEFIT), BT QR Code
HAEHE &k AR RR A, A 1994 4F QR Code
BRW\LIKR, SN HTZMIAE, Wi, &
FIE 22 380 AN AR 7 it 9 05 55 7 TR0 o SCH AR R O T AR
fief 7K R 1 38 B 45 R 3 H

2 RSA &Rt

2.1 RSAEENA

RSA S35 BT DAAE A5 B AL 6 i A o 4 it A
s, SCREAE B Oy IE Ty T S ECE & 4, RSA

ARSI R R IS0 BT AL pR AR (3 HLR
M SHA-512 pR%0) ARG B2, it 91 E

A AP SRR, AT DV TER B 58 Bk
IH AR EORIR, BRI OB R A 1 s .

] SHA A ]

7 S12 f e [0 | e |
R e wa |

I %

I

I

Y

of B kb

>
vV

S0 ] e, | I e
| B e | e [ | eaC L

K1 RSA B7% #0528 SN IEL 2
Fig.1 Implementation and authentication
process of RSA digital signature
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Fig.2 Flowchart for generation and
authentication of traceability QR code
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